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Cloud computing has come a long way from being a mere buzzword to a meaningful tool with a lot of potential for consumers of
technology products and services. The adoption of cloud computing has accelerated in the last few years, and it continues to
undergo phenomenal growth.1

Just as in the early days of the Internet, there are many unknown variables in cloud computing. Due to its nebulous nature, it is
important to understand the risks associated with utilizing cloud computing. It is not just a new technology; it is a different way of
doing business.

Case Study
Company A is a start-up that offers business software branded as BusinessExpress. Company A offers BusinessExpress as a
Software as a Service (SaaS) solution. The demand for SaaS solutions is expected to grow rapidly. With SaaS, customers enjoy all
the benefits of cloud solutions such as not having to host their software in-house2 (figure 1).

Company A’s core competency is performing software development, not providing hosting solutions. Infrastructure as a Service
(IaaS) cloud service providers (CSPs) specialize in providing hosting solutions. Leveraging an IaaS CSP for hosting has allowed
Company A to remain focused on its core competency. There are several other benefits of utilizing an IaaS CSP, such as:3

The ability to offer the software solution on a variety of hardware platforms such as Windows, UNIX and Linux
Rapid scalability
Pay-as-you-go capabilities
Resource availability

Due to the numerous benefits of IaaS, Company A leapt into a cloud computing arrangement. The cloud’s economies of scale and
flexibility are both a friend and a foe from a security point of view.4 The chief information officer (CIO) of the company engaged an
information systems (IS) auditor to conduct a review and assess the risks of offering a SaaS solution and adopting IaaS cloud
computing for this arrangement. The following paragraphs describe the steps followed by the IS auditor to conduct the exercise.
This exercise will help the CIO in determining what Company A needs to protect, prioritizing the risks and determining a response.
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To conduct a risk-based assessment of the cloud computing environment, there are generic risk frameworks such as the
Committee of Sponsoring Organizations of the Treadway Commission (COSO) Enterprise Risk Management—Integrated
Framework. There are also IT domain-specific risk frameworks, practices and process models such as ISO 27001 and IT
Infrastructure Library (ITIL). Bottom-up guidance specific to cloud computing also exists from various bodies such as the Cloud
Security Alliance (CSA), European Network and Information Security Agency (ENISA), and the US National Institute of Standards
and Technology (NIST). The Cloud Controls Matrix released by CSA is designed to provide security principles to guide cloud
vendors and assist prospective cloud clients in assessing overall security risks of a CSP. The NIST guidelines on security and
privacy in public cloud computing (NIST Special Publication [SP] 800-144), which are currently in draft form, contain the guidelines
required to address public cloud security and privacy. The Risk IT:  Based on COBIT® framework from ISACA fills the gap between
generic risk management frameworks and domain-specific frameworks based on the premise that IT risk is not purely a technical
issue.

The IS auditor of Company A chose the Risk IT framework, supplemented with an understanding of the Cloud Controls Matrix,
ENISA’s cloud computing risk assessment and the NIST guidelines.

Risk IT provides a list of 36 generic high-level risk scenarios, which can be adapted for each organization. Starting with the set of
generic risk scenarios helps ensure that the IS auditor does not overlook risks and attains a more comprehensive view of IT risk.
Further, Risk IT offers an extensive mapping between the generic risk scenarios and the COBIT control objectives that are
customizable for each situation. Figure 2 illustrates the mapping between the high-level risk scenarios and the corresponding
COBIT control objectives created by the IS auditor for the cloud computing arrangement.

Leveraging Risk IT in conjunction with a widely accepted IT governance and controls framework such as COBIT makes the risk
identification robust and the risk assessment process effective and efficient. This leads to a model that is extensible and reusable
and that can scale up to IT risks affecting the entire company.

Once the risks and COBIT control objectives were defined, they were used by the IS auditor to develop a risk-based audit program.
Figures 3–105 represent a selection of the audit program for the higher-risk areas in figure 2. Figure 11 represents a summary of
the specific risks and gaps after conducting the audit.
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The auditor created a heat map of risks (figure 12) that shows the impact/magnitude and likelihood/frequency of key risks relevant
to Company A. The combination of higher (negative) impact/magnitude and higher likelihood/frequency of the incident leads to a
higher level of business risk. The darker shade indicates unacceptable risk. This level of risk is far beyond Company A’s normal risk
appetite. (There may be other risks unique to the ultimate end users/customers of Company A, but that is out of scope for this case
study.)

Due to competing resources, the prioritization of risks related to cloud computing needs to occur, and appropriate action should be
taken based on the risk appetite of the company. Appropriate action includes a combination of the following:

Implement controls.
Transfer risk(s).
Avoid risk(s).
Accept risk(s).

The audit highlighted that Company A needs to mitigate several risks. However, implementing too many controls may not be the
best risk-mitigation approach because the benefit from implementing controls should outweigh the cost. Other risk-mitigation
measures such as transferring, avoiding or accepting the risk are worth considering as well.

Once the company aligns IT risk with the organization’s overall business risk and remediates unacceptable security controls, the
company is better prepared to harness the power of cloud computing.
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Conclusion
Businesses are realizing the power of cloud computing, and its use is increasing. This case study represents a one-time attempt at
risk assessment of the cloud computing arrangement. The risk assessment helped uncover some of the key risks, prioritize those
risks and formulate a plan of action. Given the evolving nature of risks in cloud computing, no longer can one-time risk
assessments suffice. As newer risks emerge, risk assessments need to evolve and the mitigation approach needs to innovate. A
risk assessment needs to occur before an enterprise enters into a cloud computing arrangement—to help avoid surprises and
minimize the costs of implementing and maintaining controls.
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This is an useful document and well written.
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