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Cyberattack Scenario
Cyber attacks are on the rise and have become a big challenge for network administrators and other network design planners. Network administrators from different organizations are developing protective measures to prevent possible cyber attacks that can lead to the loss of confidential company data, website availability, and other internal process that serve important functions and facilitate faster accomplishment of organization goals and objectives. Cyber attacks can cost a business a substantial amount of unrecoverable revenue linked to site downtime or the loss of sensitive and confidential data.  Since it is not possible for companies to engage in full control or prevention of cyber-attacks, many organizations find it appropriate to engage in proper network configuration and the use of state of the art software and hardware. Despite the development of these measures, many companies or businesses continue to experience frequent cyber attacks. Many cyber criminals are aware that if they manage to breach the information system of a given organization, it will be easy for them to gain access to important data or customer identity. Some of these criminals are highly experienced to a level where they can breach a company’s system using advanced techniques such as encryption software and cutting-edge firewalls (Schiller, 2010).
 To gain a solid understanding on how businesses can recover from a cyber-attack, this analysis looks into a scenario where Fort Lauderdale Airport's computer system has completely shut down; the reason is unknown. Since this scenario is an appropriate example of a cyber-attack, this analysis identifies and discusses important steps that the airport's director of security must take to recover data, secure the establishment, and be in a position to investigate the crime. The analysis includes an explanation of both the strengths and the weaknesses of contemporary technologies and methodologies that are designed to provide protection to information systems and data. 
The steps that the airport’s director of security should take to address the situation
The airport security director should adhere to the following steps to enable him or her recover data, secure establishment, and investigate the crime. According to Kumar, Srivastava & Lazarevic (2005), the four specific steps that should be followed are; assessing the damage, contacting customers, finding assistance, and changing the system.
Assessing the damage

Since it would not be easy for the airport’s security director to access the extent of damage resulting from cyber attack. This is because digital attacks are believed to be very complex to investigate. These complexities arise from the investigator’s inability to identify the specific files that were accessed by the criminals to be used in carrying out the attack. For this particular attack, the security director should try to identify whether the hackers left any trails that can aid in determining or establishing the specific data that was viewed during the attack.   It is also important for the airport’s security director to inform other concerned authorities and ask them to provide a full report that shows the extent of the damage caused to the airport’s systems.
Contacting customers

The significance of contacting customers about what happened to the airport’s system is to make them prepared of the potential impact of this action. Most importantly, informing customers facilitates the investigation process especially in instances where some customers might be skilled or experienced in handling such matters. In addition, the company should be willing to inform its customers about this event because they rely on the company’s manage to get sensitive information. Once the security director has informed all customers, he or she should release a public statement to the airport’s website and other social networking profiles illustrating the cyber attack. If possible, the security director should ask all customers to check their bank accounts to establish whether there is any suspicious activity.
Finding assistance

The airport’s security director should consider seeking professional assistance to help in establishing measures that should be adapted following a cyber attack. As an example, the security director can consult lawyers, Information and Technology experts, and public relations experts to aid in minimizing damage as well as controlling the situation. Involving technology experts in this situation provides a significant boost the airport’s security director as he establishes the manner in which the company’s information systems were hacked and appropriate ways of filling security gaps. Seeking for help from an attorney would be the most critical step to take because the company will require to be represented if the customers file a lawsuit. 
Changing the system
Being the last step, changing the system requires the airport’s security director to revamp the entire security system. In this particular case, the director should consider overhauling the entire security system. These systems should be replaced with modern security systems that have the capacity to limit the number of individuals who are able to access the system. If the airport’s security director continues to rely on the earlier vulnerable system, there is a high chance that hackers will continue interfering with the system. On the other hand, developing and implementing unique protection measures is a sign that the airport is helping its clients. 
Strengths and the weaknesses of contemporary technologies and methodologies
Technologies and methodologies that are designed to provide protection to information systems and data are associated with certain strengths and weaknesses. In establishing these strengths, Gelbstein & Kamal (2004) assert that protective technologies and methodologies help to protect a company’s information systems by creating a proactive security plan that promotes and support increased security awareness in the company. Additionally, it becomes easier for a company to prioritize its objectives and set its risk tolerance.  The few weaknesses associated with these methodologies include increased operational costs and loss of loyal customers when such an event occurs.
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